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. 1062] TE feeeht, AgeafaaTT, |/ 7, 2024/%T 17, 1945
No. 1062] NEW DELHI, THURSDAY, MARCH 7, 2024/PHALGUNA 17, 1945
TAFEI AT ST GIAT TRNREhT Jorad
(AT T9T)

T feeet, 6 9, 2024

e qrasTAeE & (3 7 SRAT 7 a87aT) er 2017 F STIHA § AT F [ FIse qihe Soifas
(&) TR Pt soreft #°r srftrgfRa Fwar

geast:

(i) 3= SR St AR qaeda faw T (Sdrerssnsdl) & fami® 28.05.2018, 29.05.2019 X
04.06.2020 ¥ e F SIRT FgmEenfaa smewr TEar d-45021/2/2017-d3-11 o=
15.06.2017

(if) Tt ST FEAT TRl FAwT (THS3TEaTs) & feai® 07.09.2020 Fit sAwiT
AT AT §. T07-43/4/2019-rS NS -TEamEdraTs

FAT. 1119(H).—ATHFT ' H SSAT FT TTATRT FLA 3T AT 3T TSI TETT F 3297 T
A H Fegell e Farst & Bt o Seares #7 ggrar a9 F o SEnT siw waiis s qaee
foramT (STdrearSsmedt) F faaiw 28.05.2018, 29.05.2019 3f¥ 04.06.2020 F R & SIRT FATHLAET
A G&AT F-45021/2/2017-15-11 fATF 15.06.2017 F TET qES=H 7T (FF A AT I44AT)
3T, 2017 S T g

1616 G1/2024 )



2 THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(ii)]

2. ITIH HEH F A AT ATAST A F FT (W = S(SAT [ aL=dr) saer 2017 [dddi-uaersars
AT 2017] F ATHT § ToAFSIAAT 3T TAAT TR HATAT (THSATSEETS ) TAZTT AFA = F2aT &
o Tg-gw v genfad qatT e F e e w9 ¥ ARt someifs ot #r a9t w7
TETSA ZILT TAAT T&TH T SATUT|

3. =9 Afg=aT F 3T 7
3.1 Fofy- | T srqfcarat, Sofi-11 T smqfdaat o Ae-eqmeiar srgfdear it g fGm T
16.09.2020 F Frdrarsarsdr ffrdfi-unarsams smeer 2017 H&AT THA-AET IT TAT TS
1-45021/2/2017-F 1 (T=-11) F TRTE 2 F AR SO, | 36 ATTLAAT H AT Afegf=ra
TAFCI TR AT o (oI T |TRAT it 70T o forw =1 Rt B = 21

3.2 FHT-THT 9T AATHIA BT 16.09.2020 F Sfrararsd frfidft-uwsriare areer 2017 .
11-45021/2/2017-Frf(&T=-11) F T 3 F F G & Taod & forw "qgtda BFar s,
e fore = =7 7 AT s Icamat &1 aaar Y& it ST 8 (FeF & 99 #))

4, A=A AT YorTet & Fefeed saseii=s ITal & Jresias giig (W% 3 SeaT & adadr)
9T 2017 o T ATe=a Fhar T 8
4.1 St AR et
TTRATST:

TH ATALAAT & TS & (o0, ARAT =T Tt AHA R 9T U Gt g SEs o7 7771 #
Fgroy-arey et arier 8: (i) Fiee afhe sefifas (FEErET) ST (TAT T/ /T T T
e H/aredt wfte T M), (i) Riea fiftar fEiEe (Sratem)/Aeas difear RaE (Tadtem))
AT 37 AT A=t Jumelt & Fw SIuAnT g, THAl, 99, TR [T, qrEsiEaT
AT, ATATATT TR ST I[g AT aArta f PR gl

4.2 FHEET FHT (TATART) FT ST FUEIAT B T0ET F o

HETETET FHIT (TATANT) T =T ATA0H Haferfad qrfert & a1 § 797 [ies g7 =97 i an
T ART ZAIT, TG SIS ATHTT & § Tt 6 wiaw 2 § Qe goa ga&+ sraeghar w1 @1 F7d 2

T | dfiew § ger ge / A TAYE T O ATACH & & F i 7 F forg aifer g
T | ey (Tt ¥ R ¥ R SECHISIEIREIERY
A
(1) (2)
1.0 | 7y frefiet* Tfideder ¥ Wog Gfgg ** T 3w T F gew v g g
(i) |3 /a0 AT (FwfcTT) et sreFaelt * 3w srarfaq / o ®9 & AT FAqsii ofiT deest 9
(ii) | TRTE (AMEAR) FIE (FH(oTH) T, ETATT, dhfeds qIST & qTA/z0F 51 g e F 7o o7
(iii) | =T a1 (Ffeu) FT At HHTETAT FAIT (TATANT) F FT AATH F 10% H AT Tl g0
P XIERIGIED o & AT 3 § e w7 7 @ aww fofidt F 39 gom w
FET HIEETET FHIT (TATANT) F T STATH o 5% H SATeH A5l g
3.0 | e T =1 F [T =9 & g = & AT g7 TSt F 7 g v
T HHTEAT FHIT (TATART) F Fef 0H F 10% F ATeF T2t T
4.0| =299 A7 UT A # /T BTSH A U I H T o HATe«/ferasrdr 7 Ut #7994
IcaTal, whRETet, St ar "quraT & fFww ¥ oo aefae
ATHTE, TAN, TSRS oY 90 d9aT qg § aa7+s i
ST ST et T (STUHAEAR) F a7 dsiihd oY U f THE &
AT FILAT ST AT g1 THE desT =l AVET HSTAa &< a9 7 7
frAuw F afderd F MU 9T FT FIUOIAT S99 5F A= & T qrierswr |
sfeated 2
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2023-24 & 2024-25 2025-26 2026-27 * a7
7% 10% 12%

5.0 | z9-zred Rsrea/arsiam # /T B39 BRI § "5 & ofq" Farea/fAuersar #1 AR F:7
ST HfEToET & €7 RATe wg it Sarstt a1 SHTeTHT 7 AhAT Tt
AT H T TeAFTE F AT FIAT ST AT g1 AT | STz qIaT
ATEFTE (ATSHTAR) F dgd &rs ff Uz, TeuTh, HfiEe v =maw
TEET IAHT THAATAT AT ATASHET & 512 & 9e7 § Frgl &@nHed
TATIOT FTAT g1 THE o1 il AT "Hataa Goha av & =3 fsiug %
TTTSTa 3 ST I il SITOT ST f36 = <1 12 arforsr # sfeated 2

2023-24 & 2024-25 2025-26 2026-27 & 9T
7% 10% 12%

6.0 | gt T ®Y F AT T e F e 1 8 At | grefE ¢ 6 Arse #
(AT /eI I/ THTH) 7 | T e F T goF FT A Il FALT (TATANT) & T ATSA0H %
ERREIEC 15% & arferF T8t Zrm

7.0 | FATHET Faed 3T Felded T w9 F AT 397 § g =7 § AT AT waeq oY FA4ed &

T =9Ye & T goF T a2 AHIETET FHT (TATANT) F Fef STA0H &
5% ¥ efarsh gl g
8.0 | Afaw srawareft s e AAT-THT T AT ARAT A BT A AT A BT &

FHT [ TR, STqT FAIST T TEHEAT & T qoF F7 a5 Heierar
S 36 e AT ¥ 10% & Ao AE g

* Jg FFYTF & 13 TEUHE] JIF3T FT ITTIT F3% G4 FIeid] 9% FTGAT A7 TI2F] % JIad dide are

F1 gl (FH17) SfFard &7 G & #1 141 T30/

AT & GHIFSF2T THTH] 3 91§17 T %1 THIET 1 T
# FasF qardd 19T a5 & [T 19 71 7% arfasr 7 Ifeatad Faad geaad /T aradl # 2T
FF JT ATET/EITANT AT #1 70T F [T 167 @G0T T § 77 G397 4.0 (37-8739 1% U &1) 37
FH T 5.0 (37-5T37 ST/ H1T3) T ATH IS4 % Ieq TT7 FITT.

fafi 2023-24 & 2024-25 2025-26 2026-27 F 912

AELTF % T § FATH qoF Hada/eaT=Ha
a7 ", 1.0) qeF T oY (7
¥.8.0) sifaw sEaer ¥ qreAw ST o+
Fehfoqs & =T H

25% 35% 45%

4.3 HHEET w7 (A h) F STt gkt F oET F forg o=
HIEETET AT () 7 = Sruw Heferfed arfert  wtaw 1§ 71 [Afee geg 399 i anra 1
TRT FIIT, T SAYE AT ®F | qTrT & Hied 2 H FEe qeaadT srasashar & T Fd &l

FH | oW # qeT 3 / TAYE T U TATH F T § q((9q A & [T AG=AH
g, | HEEET FH (ST F o GaE/eT 1 arit
fAwior F fRorg =<or
(1) (2)

1.0 |qem fefiedfr F=w siear | e F qog afgd ** oiw aaw TEE F ged #1 srewT v T
THET FTS & a1 FHFFAT * ST AT / o ®T § [T FATST T Toehl § T,
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BECE- ca | FTE
(F=feTer)

g, dFfca® del & ATA/eA6 @aa1 g Tt F F ged & a9
HTEAEAT FmeT (MET) & Fof ST0H F 10% & STaF T g

(i) |zwErE (EER) A
(CEAERED)
(i) | TS/ TS (FHRCTF)
(iv) | TTaT e s (frar )
FTE (TH(TH)
2.0 |3 fie T W ' 8 AT 39 & we = § [T am7 TEE F T o F F:7 daew
HTEET FmeT (M) F Fof STATH F 5% T ATF T2i T
3.0 |ifterg g w7 ¥ [T 39 § e =1 7 [T T@wieeh F 7 geF #7 de
HTEAEA FmeT (MET) F Fof ST0H F 10% & STa Tt g
4.0 |TA-gSH AT UE ST # TA/ET BI8E A UT I # T o9+ SareH/fEewsar 1 SuAn & a7
ITaT, TihaTat, SRRl a1 garemEt & fEwm * oo asfaes s,
T, STETET U ST qEeqv Srqar AT H aali=® oY SR Sqaen
fora T (FuEsmEar) F ar uSgd A7 U I TE F 9T FwAAT Aqad
AT 21 38 d&sT il ToET gafea BT v § = AUH F qaad %
SATETT 92 T ST SHET o6 = & 12 qrfers # sfeafad 21
2023-24 & 2024-25 2025-26 2026-27 F 912
7% 10% 12%
5.0 |zA-ged RSmea/smsdien | oie/eT 2o RATsfivr § 9 ed & ofa« Sarga/Auersar &1 TN FT a1
# Haterdt § & Rerea wgfaat Farsti a1 quramEt f JhhaT suar 9w #
T TAFTT F AIT FIGAT SIS T g1 W | ity aqqar qfawme
(AEHTAT) F JEq Fre AT U, TTHTH, FYITZE T ATI TEET IAh!
THATSAT AT ATTAHI & BT & Te7 | FIAT TaqTHcq A9 F2am gl T0h
FT HT TUET HAfed BT av § we STUH F G & rd u hr
STTOsfY St o A= &7 T arforsr # sfeafaa 2
2023-24 & 2024-25 2025-26 2026-27 F 912
7% 10% 12%
6.0 |gfET  (WRes  /|w =7 AT e 7 g = 8 [T gefE s w5 awe F o
TAHIAT / THUH) T | A9 % T GoF F1 deo HHEEr FaT (AdT) F FoT dT00H % 15% &
Afers a5t g
7.0 | FATEET FEoq oY Fded | AN ®9 F AT e 7 e w9 ° [T FAEFST Faed o7 deaed & o
TAYE & T ToF & doof HIHIEET FHT (ASHT) F T STATH 6 5% F ATIF
T B
8.0 | ifaw srFaell ofiT TV | HHA-HET 9T TAT ATSHHd WRATT A6 H QT F2d T a0 &9 &

FHFTA | TOTNT HIEAA STHATT T T % FT ToF HT deol SAErar
FHIT (ATSHY) F ol FATH F 10% F ATerF A1 M.

* I FFITF & 13 TFUHIT TIFAT FT ITTIT #3% G9¢ 141 9T FAGAT AT TI2F] 1 JI2T qize T
sl (FH1T) SfFard &7 & q=a & 1 7141 T80
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AT T TOT9H ; STETETIOT 5

AT F GHIFEFT THETEA] # F1F g7 T2 3TH1 THIET #1 TI0II# SEaF qai89d 135017 a9 & (007 714
& TE TIAFT 7 FfeTIGT FATH TAATH /AT T FT [T FXF o TTEl7/SITH1T TTEUT 1 70777
# fw gaiga @A a¥ H FH deqr 4.0 (37-8137 F7 Us 1) &7 #7 &7 5.0 (37-5194
[RTTET/ATETTSIR) T T FST7 F [T 77 ZI7T.

[ENIREE]

2023-24 & 2024-25 2025-26 2026-27 F 17

AEALTF & ®T § FAqH god Hqagq/eA=H T
oy (FF .
¥.8.0) ifaw smEett sfiT T R s

1.0) wer fHE s

JFeTF FE®TH

(7 25% 35% 45%

4.4 TEREET F9T (TATE T T ) FF e qrRft F e * e

HIEETAT AT (TATANT T SIH) & 7] e Aot qrfersr & fiaw 1 § 797 Hiee 927 39
T AR T TRT I, TAG TAYE ATHT B H AT 6 HieH 2 § [ieE go7 947 sraegshar & 1
T B

£

Freirew § T Tqe / Hiefiddt
FLT (TATAT T ) * AT
#F forg =T

TAYE Y T ATATH F FT H A5 FLA F oI AT T G4

(1)

()

e A ae

AqE /AT AT (FHfoTh)

TIRTLE (STEAT) a7 (FHioTF)

Tfideder & WoF dfgd ** T 997 A F gew @ gEa
FHTET srTaelt * SiY srartad / o &9 & [T Faqs o d9ent 9
T, ETATT, qHTeT dTet & ar/F f&ar g [ are/qeq Tt
F TA oA T Ao AHEET FAT (TUHST) % FA S1arud & 10% o
e T2 grm

ERESRIEICl

e w7 4 AT gaqe 7 e w7 7 [T amw S5l F 3o gow
FeT HIEETET FHIT (TUHST) F T ATATH % 5% H ATeF Aot g

3.0

TAETSH 1Y U St

/T ST AT UL St | T8 AU+ A1/ fAqTSqT F7 START T 74
Ioqret, ke, stenfdat ar guraEt ® FEe F o s
AHATE, TN, TEErEa T T 96T A7 § J97=s i
ST srgEeT AT (Srogsrda) F v goftdd o U € T F
AT FIAT ATAT AT g THF deof ¥ TUET Farerd =T av § =33
AT F wlAd F AT 9T A ATOAT @7 F A= & T arferswr 7
sfeafea 21

2023-24 & 2024-25 2025-26 2026-27 F 1%

7% 10% 12%

4.0

TA-gTH FRemeA/amEdiem#

/T BTSE [SATST § |75 & o9 Farea/fAuersar #1 AR F:7
st SfRfordy & € Rrew wgfaat Sarstt a1 swven=t v whwar srrar
AT & JATT TAFTT F AT FIAT A AT &1 AT § Sifagaw d9ar
Fforae (mEdiam) & qga wrE ff T, A, Fdee T =
TEET IAGT TEATS AT Ol & RSrEd F e ®§ FAT wArHe
TATIOT F2aT g1 THF a1 T AT "ateq Gh af § =3 fsiug F
TSI 3 ST U it SITusty ST 36 = < 12 arfersr # sfeafaa )

2023-24 & 2024-25 2025-26 2026-27 F a7

7% 10% 12%

5.0

(ATReF/TeH HIH/IHTE) 3T

T BT F [T 3w ®7 g [T s 6w F6a arse F
T 29Ye % T g7 AT def HH Al FHLT (TUHST) & FF AT0H &
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FLT HTSS

5% & AT A5l g

6.0 | FATHET Fhaed 3T FieldFed

e =T & T 37 & e = & R AT e A e
forT 2992 & ot Tor &7 Foor Fd Fuar (Tuad)) F o S &
5% & AT T2l g

7.0 | HTex, gl fiT ST, I 9,
oz, TATRTH T3 T, 779 fe

T BT § AT/ € § [{T T e 9w s At qedt 7
At grerift, == Tt wwii/EeRt F T T F e HEErAT FEIr
(TUEET) & F ATATH F 5% & ATIF Tl g

8.0 | 9T UST<X

T TS sTEFel * Y AT /o ®9 8 [ wAqsr 6w
Toeat F ATAw 8wl T Teror, Ford fF "uraY vere ! Y vt
H TEHTA 7 =9 F AT Sl o7 qeedl 77 goF FAa9 40%g T
("ITET UETE" % AT § SEqETE FAqS] ST HEeH & T qod H).
EIATT, "ITa¥ USie" % Fo qod FT 9 HIEieidl HHeT (TUHST) & T
AT F 5% F farw TE g

0.0 | ST errTrelt AT e

THT-IHT 9T ATGGET ATAT A6 Al T FT arel 0 &9 F
ST [ TETErT. ST SIS ST T & FF qod FT de57 | Ieierar
FHIT (TUAST) % FF ATH % 10% & AT Tl g0

* 7 HFOTF & 17 TAUHS] IFAT FT FTINT FF 397 G141 72 FAGA] ST G928 % 1T T19e a8

#1 gl (AT sTfAa1d &7 & & 1 7141 F71871

AR 7 GHIFSFT THTET & 91 517 T Zq%1 THIET 1 J1071
# ATF AF19T 13T a7 # [T 719 71 T2 Tia#7 § Ilealaq Faad qeaadT/cm71a aradl # 7T
FXF A ATEA/ETAT TTHHAT 1 TIET % [T Gaiead [@Fa a9 7 #87 9247 3.0 (37-87139 7 U &)
T FH7 TEIT 4.0 (37-139 [STAT37/ASHISAIT) FT AT 3377 % [T T ZIT.

i ot 202324 & 2025-26 2026-27 ¥ e
2024-25
AELTF o6 ®T H AAGH Tod /e 0T It
@F® |, 1.0) gex T siv (w0 9.8.0) sifaw 25% 35% 45%
FHEAT ST TLAT T FehfoTsh F €T H o=

4.5 FAEET FA (At =t 1) it wareity qrft i roEr F g &

HIEHEET AT (T =T W) #7 73 ateud Hetated arfe & wtaq 1 7§ [fde g7 =9qe
AT T ANT GO, TG SAUS AT & F qIHT o Hied 2 H FaE qoaad= Araeaawar w1 Q1 Fd

L

| SATw § qeT 5e /
¥, | dEdE e et wfie
) % Amior & forg =<

TAIE HT I ATACH F & & afipa Fiea & O sraeq®
o gadw/earg arnfy

(1)

)

1.0 | ¥ea FaEs aret

Tfideder & Wog afgd ** T aaw T F ger A1 Grewe ave T

O EEEEIERCEIREED)

FEFAT * 3T smATfad [ weg w9 F AT Feaet i gEewt  ade
AT, dFfecTs FISt & qra/F 57 e F99a ae & T §oF & a2

(i) |TFRE  (AEIW)
(CEIEED)

EIE]

HIEHTETAT AT (SETTEST) F T dATH F 10% | AT gl g
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AT T TOT9H ; STETETIOT 7

(iif)

TIEET FTE (TRfeT)

(iv)

e T T ()

(v)

qTa< AT saee (3 $)
FTE (THTTH)

2.0

ERESRIEIEl

g &7 F AT T e & g w7 ¥ AT s f5 6= F 7 o # aes
HHTETT FHT (STEHUEET) F Fo1 FATH F 5% & ATerT T8 g

3.0

-3 AT UE T #

T/ET BISE AT U I H =& oqud d9re«/[Aqusar #1 ST w1 o9y
IaTat, ShRATet, ST a1 "HreTEt & A F o amrEE aEe,
TIRT, TR i Tequr s7Er wed § Jamiae sfiv sienffs srqeen
faremr (frumsmdar) F 9 uSiEa o T S TS F AT AIAT Aqae
oTfoer 81 TEh Fe Y oA Fafaa At ad # T frevow F wfaea F
e 9 it STty S7 36 = & 7 arferar #§ sfeatea 21

2023-24 & 2024-25 2025-26 2026-27 * &

7% 10% 12%

4.0

ES B ok M O EO T X | K8

T/ gred RWTEfT § @¥e F oaw qery/Auersar #1 TR F AT
Haferdr # & oA ugfat farstt a1 smremat i gfwar stoar aa §
TEAFTL o T FIAT AT AT &1 AT | T Foar T (sredi=m)
F qgd HI AT U, TTATH, HTIEE AT AT TEET IA0T TadTel AT
ATl & f5TeT & a7 § AT TaTiHcd ST FdT g1 THE doof 6l
TUET FEted AT a9 § = S & Wiaerd & YT U it SArus’ SrEr
= & w12 arferar 7 sfeafea g1

2023-24 & 2024-25 2025-26 2026-27 & AT

7% 10% 12%

5.0

g3t (vt /
Dﬂﬁ g/ THUA) 3T
FHLT AT

W & § [fHq e ¥ w =7 [T gstT ¢ w6 amse F oy
TAYE F T GoF T Ao HIHIEET FAL (ASHATHST) *F FT fA0H % 5% &
e T2 gl

6.0

FATHT Fged AT Fegad

T =7 F AT 29 & e &7 § AT FafEET daed 6w wawed & o
TAYE & TA T HT Ao HEIEET HHT (MEATUHST) F FF SA1ATH 6 5% &
Afer A5t g

7.0

Aieqd, dee, wlted oFf
T, &1 3T

T ®T H AATA/A T § HHT T 90 S JitErE gt § A
AT, =7 aft AT /ATedl % T GoF FT d5 HHEET FHLT (AHTasT)
T STATH % 5% & AT A1 grMm|

8.0

ITaT TSI

T et st * 3w e /o w9 & [T Ferst o gt
STTW sEFael ST 93w, aerd o "MTET UETe H qHeEdl H OSEE
o w7 F AT FAqst i Foeshi w1 o7 FAaH 40%2 0T ("IrEY UErel”
% AT § ST FAYSAT S HASHT F FT A FI). grATF, "qTET TS
F T qoF FT deoT HIHTEAT FALT (AEHUEL) F et SuH F 5% & tferT
T

9.0

ST srFaett ST o

AT I TATATIG =T AT AR AT T FHA AT S0 T F ST
(At . Sifaw SIS ST T F F GoF w oSS HIEierdl HEeT
(AT F Fot ST F 10% T Aferw T2 grm
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* Ig FIEeTF & 1% THUHET JFAT FT ITIIT #F34 F9T G141 9¢ FAGS1 ST TIF & T dlae

IS #F1 sdac] (THNAT) sfaard &7 T § #1711 T35

A & GHIFSFT TEUH] 3 1 517 T T3] THIET #1 1097
# ATF AF19T 13T T # [T 1= 71 T2 Trfa#7 § Ifeartaa Faad qeqaada/cmT aradt # 7T
FXF T ATE /AT ATHHAT T TIET % [T Faied [@Fd0T a9 7 #87 G247 3.0 (37-87139 7 U &)
HIT 77 GEIT 4.0 (37-5T3 [SATE7/AEHAIR) FT AT 3377 % 77 T ZIT.

[ENIREL]

2023-24 & 2024-25 2025-26 2026-27 F 91

AALTF % BT H FATH o FAG/EAT T ATHAT
(F . 1.0) g=r fE R iz (FH 7.9.0) sifaw
FHAAT ST T AT 77 Fhfowh F =

25% 35% 45%

4.6 Srfsy/TaL e Y T qraft Y womT F forg d=:

SAA/TAA AT FT = AACH [Haferfed qrierst & wtad 1 # 71 3w qo7 399 it a1 TR0
EITT, AT ZAYE AT B F T F HierH 2 H RiEe qeaada sraeaswar #1 27 Fd &

FHE. | dTH H e e/ TAYE T T AATCH & T § TA(5d B & [T Aa=qH
SEIEIVIGEIE I RED e gae+/eIT T araaft
et % forg =<or
(1) (2
1.0 |qex ferer Tfrdeder F goa afgq ** o 997 T F gor #7 g ae fe T
, : FEFET * ST srETiad [ owve ' & AT Feqet o duest § ade,
0 ?”; Fa:'—”r)gﬁT T A oy, Ao dvet ¥ A G wer G ¥ A qw A e
STAATT/TASTATT o Fef ATATH 6 10 % H STTF qET T
(i)  |smE/E TE (FHRfoTH)
2.0 |Fue diEfed o w7 ¥ AT =99 & 7 &9 § M) a7 T F T 997 F aos
HHTET FALT (ST / TAATSAY) o Fef SR % 5%  AFee Tal g,
3.0 [TA-ERH AU ST # T/ EISH AT U T H T o9 HeTe+/fEarasrdr &7 START T 94 IcTal,
ShRaTsH, SRR =1 quremEt ® fFw| F forw Senthd ey, T=0,
TIETETS T ST T T9ET 9Rd § I3 siT St e fawmr
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
(IPHW DIVISION)
NOTIFICATION
New Delhi, the: 6th March, 2024
Subject: Public Procurement (Preference to Make in India) Order 2017-Notifying CCTV/ Video Surveillance

Reference:

System for Security in furtherance of the Order

(i) Department for Promotion of Industry and Internal Trade (DPIIT) Order No. P-45021/2/2017-
B.E.-1l dated 15.06.2017, as amended by Orders dated 28.05.2018, 29.05.2019, 04.06.2020 and

16.09.2020

(if) Ministry of Electronics and Information Technology (MeitY) Electronic Products Notification
No. W-43/4/2019-IPHW-MeitY dated 07.09.2020

S.0. 1119(E).—The Government has issued Public Procurement (Preference to Make in India) Order 2017
vide the Department for Promotion of Industry and Internal Trade (DPIIT) Order No.P-45021/2/2017-B.E.-11 dated
15.06.2017, as amended by Orders dated 28.05.2018, 29.05.2019, 04.06.2020 and 16.09.2020, to encourage ‘Make in
India’ and promote manufacturing and production of goods and services in India with a view to enhancing income and

employment.

2. In furtherance of the Public Procurement (Preference to Make in India) Order 2017 [PPP-MII Order 2017]
notified vide reference cited above, the Ministry of Electronics and Information Technology (MeitY) hereby notifies
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that preference shall be provided by all procuring entities to locally manufactured Video Surveillance System for
Security as per the aforesaid Order, as amended from time to time.

3.

4.

4.1

4.2

For the purpose of this notification:

3.1 The definition of Class-1 local supplier, Class-Il local supplier and Non-local supplier shall be as per

paragraph 2 of the DPIIT PPP-MII Order 2017 No. P-45021/2/2017-PP(BE-II) dated 16.09.2020, as
amended from time to time. The mechanism for calculation of local content is prescribed for each
notified Electronic Product in this notification.

3.2 Paragraph 3A of the DPIT PPP-MII Order 2017 No. P-45021/2/2017-PP(BE-II) dated 16.09.2020, as

amended from time to time, shall be referred for percentage of procurement for which preference to
domestically manufactured Electronic Products is to be provided (in value terms).

Following electronic products of Video Surveillance System are notified under the Public Procurement
(Preference to Make in India) Order 2017:

Definition:

Video Surveillance System

For the purpose of this Notification, Video Surveillance System is usually a system that inter-alia
includes: (i) Closed Circuit Television (CCTV) Camera (Analog/ IP/ Analog Speed Dome/ IP Speed
Dome), (ii) Digital Video Recorder (DVR) / Network Video Recorder (NVR). Some of the applications of
Security and Video Surveillance System are surveillance of Cities, Schools, Banks, Government Offices,
public places, traffic monitoring and home security, etc.

Mechanism for calculation of local content of CCTV Camera (Analog):

The domestic BOM of CCTV Camera (Analog) would be the sum of the cost of main inputs as specified in
Column 1 of the following table, provided the inputs individually satisfy the value addition requirement specified
in Column 2 of the table:

Sr.| Main inputs in BOM/ Value addition / local content required for the input to be classified as
No.| stages for manufacture domestic BOM
of CCTV Camera
(Analog)
1) )
1.0 | Main PCB* Domestic PCB Assembly* and testing from imported / domestically manufactured
 11/0 Board (ontional parts and components, including the value of Semiconductors** and excluding the
) oard (optional) value of bare PCB. However, the weightage of the total value of Main PCB
(i) |Infrared  (IR) Board | with/without optional boards shall not exceed 10 % of the total BOM of the CCTV
(optional) Camera (Analog)
(iii) | Control Board (optional)

2.0

Bare PCB

Domestically manufactured from domestically manufactured inputs. The weightage
of the total value of Bare PCB shall not exceed 5 % of the total BOM of the CCTV
Camera (Analog)

3.0

Optics

Domestically manufactured from domestically manufactured inputs. The weightage
of the total value of Optics shall not exceed 10 % of the total BOM of the CCTV
Camera (Analog)

4.0

In-house R&D #

Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process, technologies, or
solutions using its own resources/expertise or legal contract with R&D unit
registered with Department of Scientific and Industrial Research (DSIR) in India.
The weightage of this will be calculated based on the percentage of the domestic
BOM in respective Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards

7% 10% 12%

5.0

In-house Design/IPR #

Domestically/In-house Designing involves the process of design practices, services,
or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
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Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on the
percentage of the domestic BOM in respective Financial Year as mentioned in
below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards

7% 10% 12%

6.0

Housing (Plastic

[Aluminium/MS)
Camera Mount

and

Domestically manufactured from domestically manufactured inputs. The weightage
of the total value of inputs for Housing and Camera Mount shall not exceed to 15 %
of the total BOM of the CCTV Camera (Analog).

Testing

7.0 [Connecting Cables & | Domestically manufactured from domestically manufactured inputs. The weightage
Connectors of the total value of inputs for Connecting Cables and Connectors shall not exceed

5% of the total BOM of the CCTV Camera (Analog).
8.0 [Final  Assembly  and | Domestically assembled / tested meeting Indian Standards as notified from time to

time. The weightage of the total value of final assembling and testing shall not
exceed 10% of the total BOM of the CCTV Camera.

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 4.0 (In-house R&D) & Sr. No. 5.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards
Minimum Value Addition/Local Content of
(Sr. No. 1) Main PCB and (Sr. No.8) Final 0 0 0
Assembly and Testing as -Essential and 25% 35% 45%
others as optional

4.3 Mechanism for calculation of local content of CCTV Camera (IP):

The domestic BOM of CCTV Camera (IP) would be the sum of the cost of main inputs as specified in Column 1 of
the following table, provided the inputs individually satisfy the value addition requirement specified in Column 2 of

the table:

Sr. Main inputs in BOM / Value addition / local content required for the input to be classified as

No. | stages for manufacture of domestic BOM

CCTV Camera (IP)
1 2

1.0 |Main PCB* with Capture|Domestic PCB Assembly* and testing from imported / domestically

and/or Processor Card manufactured parts and components, including the value of Semiconductors**

N TNewwork Interf Card and excluding the value of bare PCB. However, the weightage of the total value

) eQ{vor | nterface At of Main PCB with/without optional boards shall not exceed 10 % of the total

(optional) BOM of the CCTV Camera (IP)

(i) | Infrared (IR) Board (optional)

(iii) | /O Board (optional)

(iv) | Power over Ethernet (PoE)

Card (optional)

2.0 |Bare PCB Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total
BOM of the CCTV Camera (IP)

3.0 |Optics Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Optics shall not exceed 10 % of the total BOM
of the CCTV Camera (IP)

4.0 |In-house R&D # Domestically/In-house R&D includes scientific research, experimentation,
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prototyping and testing for development of new products, process,
technologies, or solutions using its own resources/expertise or legal contract
with R&D unit registered with Department of Scientific and Industrial
Research (DSIR) in India. The weightage of this will be calculated based on the
percentage of the domestic BOM in respective Financial Year as mentioned in

below table.:
2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
5.0 |In-house Design/IPR # Domestically/In-house Designing involves the process of design practices,

services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on
the percentage of the domestic BOM in respective Financial Year as mentioned

in below table.:
2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
6.0 |Housing (Plastic / Aluminium | Domestically manufactured from domestically manufactured inputs. The
/ MS) and weightage of the total value of inputs for Housing and Camera Mount shall not

exceed 15 % of the total BOM of the CCTV Camera (IP).

7.0 |Connecting  Cables  and|Domestically manufactured from domestically manufactured inputs. The
Connectors weightage of the total value of inputs for Connecting Cables and Connectors
shall not exceed 5% of the total BOM of the CCTV Camera (IP).

8.0 | Final Assembly and Testing | Domestically assembled / tested meeting Indian Standards as notified from time

to time. The weightage of the total value of Final Assembling and Testing shall
not exceed 10% of the total BOM of the CCTV Camera (IP)

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB using
the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 4.0 (In-house R&D) & Sr. No. 5.0 (In-house

Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards

Minimum Value Addition/Local Content of
(Sr. No. 1.0) Main PCB and (Sr. No. 8.0)
Final Assembly and Testing as -Essential
and others as optional

25% 35% 45%

4.4 Mechanism for calculation of local content of CCTV Camera (Analog Speed Dome):

The domestic BOM of CCTV Camera (Analog Speed Dome) would be the sum of the costs of main inputs as
specified in Column 1 of the following table, provided the inputs individually satisfy the value addition requirement
specified in Column 2 of the table:

Sr. | Main inputs in BOM / stages Value addition required for the input to be classified as domestic
No. for manufacture of CCTV BOM
Camera (Analog Speed
Dome)
1 2
1 Main Controller Board* Domestic PCB Assembly* and testing from imported / domestically
() 1/0 Board (optional) manufactured parts and components, including the value of
_ _ Semiconductors** and excluding the value of bare PCB. However, the
(ii) Infrared (IR) Board (optional) | \eightage of the total value of Main Controller Board/Main PCB
with/without optional boards shall not exceed 10 % of the total BoM of the
CCTV Camera (ASD)
2.0 Bare PCB Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total




[T 1l—=ve 3(ii)]

AT T TOT9H ; STETETIOT 27

BoM of the CCTV Camera (ASD)

3.0

Inhouse R&D#

Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process,
technologies, or solutions using its own resources/expertise or legal
contract with R&D unit registered with Department of Scientific and
Industrial Research (DSIR) in India. The weightage of this will be
calculated based on the percentage of the domestic BoM in respective
Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards

7% 10% 12%

4.0

In-house Design/IPR#

Domestically/In-house Designing involves the process of design practices,
services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual
Property Rights (IPR) in India in favor of the design for their creations or
inventions establishes legal ownership. The weightage of this will be
calculated based on the percentage of the domestic BoM in respective
Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards

7% 10% 12%

5.0

Housing (Plastic/ Aluminium/
MS) and Camera Mount

Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of inputs for Housing and Camera Mount shall
not exceed 5 % of the total BoM of the CCTV Camera (ASD).

6.0

Connecting Cables and

Connectors

Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of inputs for Connecting Cables and
Connectors shall not exceed 5% of the total BoM of the CCTV Camera
(ASD).

7.0

Motor, Heater & Blower,
Zoom Module, Belt, Plastic
Mechanism Parts, Glass etc.

Domestically manufactured from imported / domestically manufactured
input parts and mechanical components. However, the weightage of the
total value of all these parts/components shall not exceed 5% of the total
BoM of the CCTV Camera (ASD)

8.0

Power Adapter

Domestic PCB assembly* and the final assembly and testing from
imported / domestically manufactured parts and components, subject to the
condition that the value of domestically manufactured parts and
components used in the assembly of “Power Adapter” will be minimum
40% (of the total value of parts and components used in the manufacture of
“Power Adapter”). However, the weightage of the total value of “Power
Adapter” shall not exceed 5% of the total BoM of the CCTV Camera
(ASD)

9.0

Final Assembly and Testing

Domestically assembled / tested meeting Indian Standards as notified from
time to time. The weightage of the total value of final assembling and
testing shall not exceed 10 % of the total BoM of the CCTV Camera
(ASD)

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 3.0 (In-house R&D) & Sr. No. 4.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards
Minimum Value Addition/Local Content of
(Sr. No. 1.0) Main PCB and (Sr. No. 9.0) 2506 350 45%

Final Assembly and Testing as -Essential and

others as optional
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4.5 Mechanism for calculation of local content of CCTV Camera (IP Speed Dome):

The domestic BOM of CCTV Camera (IP Speed Dome) would be the sum of the cost of main inputs as specified
in Column 1 of the following table, provided the inputs individually satisfy the value addition requirement
specified in Column 2 of the table:

Sr. Main inputs in BOM / Value addition / local content required for the input to be classified as
No.| stages for manufacture of domestic BOM
CCTV Camera (IP Speed
Dome)
1 2
1.0 | Main Controller Board* Domestic PCB Assembly* and testing from imported / domestically

manufactured parts and components, including the value of Semiconductors**

(i) | 1/O Board (optional) and excluding the value of bare PCB. However, the weightage of the total value

(i) |Infrared (IR) Board | of Main Controller Borad with/without optional boards Shall not exceed 10 % of
(optional) the total BoM of the CCTV Camera (IPSD)

(iii) | Processor Card (optional)

(iv) | Network Interface  Card
(Optional)

(v) | Power over Ethernet (PoE)

Card (optional)

2.0 |Bare PCB Domestically manufactured from domestically manufactured inputs. The
weightage of the total value of Bare PCB shall not exceed 5 % of the total BoM
of the CCTV Camera (IPSD)

3.0 [In-house R&D # Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process, technologies,
or solutions using its own resources /expertise or legal contract with R&D unit
registered with Department of Scientific and Industrial Research (DSIR) in India.
The weightage of this will be calculated based on the percentage of the domestic
BoM in respective Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

4.0 | In-house Design/IPR # Domestically/In-house Designing involves the process of design practices,
services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on
the percentage of the domestic BoM in respective Financial Year as mentioned in
below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%

5.0 |Housing (Plastic /| Domestically manufactured from domestically manufactured inputs. The
Aluminium / MS) and|weightage of the total value of inputs for Housing and Camera Mount shall not
Camera Mount exceed 5 % of the total BoM of the CCTV Camera (IPSD).

6.0 |Connecting Cables and|Domestically manufactured from domestically manufactured inputs. The
Connectors weightage of the total value of inputs for Connecting Cables and Connectors

shall not exceed 5% of the total BoM of the CCTV Camera (IPSD).

7.0 | Motor, Heater & Blower, | Domestically manufactured from imported / domestically manufactured input
Zoom Module, Belt, Plastic | parts and mechanical components. However, the weightage of the total value of
Mechanism Parts, Glass etc. |all these parts/components shall not exceed 5% of the total BoM of the CCTV

Camera (IPSD).
8.0 | Power Adapter Domestic PCB assembly* and the final assembly and testing from imported /

domestically manufactured parts and components, subject to the condition that
the value of domestically manufactured parts and components used in the
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assembly of “Power Adapter” will be minimum 40% (of the total value of parts
and components used in the manufacture of “Power Adapter”). However, the
weightage of the total value of “Power Adapter” shall not exceed 5% of the total
BoM of the CCTV Camera (IPSD)

9.0 |Final Assembly and Testing | Domestically assembled / tested meeting Indian Standards as notified from time
to time. The weightage of the total value of final assembling and testing shall not
exceed 10 % of the total BoM of the CCTV Camera (IPSD)

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 3.0 (In-house R&D) & Sr. No. 4.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards

Minimum Value Addition/Local Content of (Sr.
No. 1.0) Main PCB and (Sr. No. 9.0) Final
Assembly and Testing as -Essential and others as
optional

25% 35% 45%

4.6 Mechanism for calculation of local content of DVR/ NVR:

The domestic BOM of DVR/ NVR would be the sum of the cost of main inputs as specified in Column 1 of the
following table, provided the inputs individually satisfy the value addition requirement specified in Column 2 of
the table:

Sr No. | Main inputs in BOM / Value addition / local content required for the input to be classified as

stages for manufacture domestic BOM
of DVR/NVR
1 2
1.0 Main PCB* Domestic PCB Assembly* and testing from imported / domestically

manufactured parts and components, including the value of Semiconductors**

® Fropt Palnel & LED Board| g excluding the value of bare PCB. However, the weightage of the total value
(optional) of Main PCB with/without optional boards shall not exceed 10 % of the total

(i) I/0 Board (optional) BoM of the DVR/NVR.

2.0 Bare PCB Domestically manufactured from domestically manufactured inputs. The

weightage of the total value of Bare PCB shall not exceed 5 % of the total BoM
of the CCTV Camera (DVR/NVR)

3.0 In-house R&D # Domestically/In-house R&D includes scientific research, experimentation,
prototyping and testing for development of new products, process, technologies,
or solutions using its own resources/expertise or legal contract with R&D unit
registered with Department of Scientific and Industrial Research (DSIR) in
India. The weightage of this will be calculated based on the percentage of the
domestic BOM in respective Financial Year as mentioned in below table.:

2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
4.0 In-house Design/IPR # Domestically/In-house Designing involves the process of design practices,

services, or solutions within the organization's own facilities, using its own
resources/expertise or legal contract with third party in India. Any patents,
trademarks, copyrights, and trade secrets registered under Intellectual Property
Rights (IPR) in India in favor of the design for their creations or inventions
establishes legal ownership. The weightage of this will be calculated based on
the percentage of the domestic BOM in respective Financial Year as mentioned
in below table.:
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2023-24 & 2024-25 2025-26 2026-27 onwards
7% 10% 12%
5.0 Housing (Plastic /|Domestically manufactured from domestically manufactured inputs. The
Aluminium / MS) and|weightage of the total value of inputs for Housing and Camera Mount shall not
Camera Mount exceed 5 % of the total BoM of the DVR/NVR.
6.0 Connecting Cables, |Domestically manufactured from domestically manufactured inputs. The
Connectors and  USB|weightage of the total value of inputs for Connecting Cables, Connectors and
Mouse USB Mouse shall not exceed 5% of the total BoM of the DVR/NVR.
7.0 Remote Control Domestic assembly* and testing from imported / domestically manufactured

parts and components subject to the condition that the value of domestically
manufactured parts and components used in the assembly of "Remote Control"
will be minimum 20% (of the total value of the parts and components used in
the manufacture of "Remote Control™) in Year 2, which will increase to
minimum 30%, 40% and 50% in Financial Years 2025-26, 2026-27 and 2027-
28 onwards respectively.

8.0 Power Adapter Domestic PCB assembly* and the final assembly and testing from imported /
domestically manufactured parts and components, subject to the condition that
the value of domestically manufactured parts and components used in the
assembly of “Power Adapter” will be minimum 40% (of the total value of parts
and components used in the manufacture of “Power Adapter”). However, the
weightage of the total value of “Power Adapter” shall not exceed 5% of the
total BoM of the DVR/NVR.

9.0 Final  Assembly  and|Domestically assembled/tested meeting Indian Standards as notified from time
Testing to time. The weightage of the total value of final assembling and testing shall
not exceed 10 % of the total BOM of the DVR/NVR.

* It is essential that the Printed Circuit Board Assembly (PCBA) of the parts and components on the bare PCB
using the SMT process should mandatorily be done in India.

** This shall be reviewed when the Semiconductor FAB in India is operational.

# The applicant will be eligible to avail the benefit of Sr. No. 4.0 (In-house R&D) & Sr. No. 5.0 (In-house
Design/IPR) in respective financial year for calculation of Value Addition/Local Content by meeting the minimum
Value Addition/Local Content mentioned in below table for respective financial year.

Financial Year 2023-24 & 2024-25 2025-26 2026-27 onwards

Minimum Value Addition/Local Content of (Sr.
No. 1.0) Main PCB and (Sr. No. 9.0) Final
Assembly and Testing as -Essential and others
as optional

25% 35% 45%

5. The surveillance devices i.e., CCTV Cameras (Analog/ IP/ Analog Speed Dome/ IP Speed Dome) should comply
with the Essential Requirements (ERs) for security prescribed by MeitY to ensure the security of the VSS / CCTV
systems, as per the Appendix ‘A’, as amended from time to time. The security testing report for CCTV/VSS to be
issued by Standardisation Testing and Quality Certification (STQC) Laboratory or any other agency notified by MeitY
from time to time. The validity of the test report issued by STQC Lab will be three years from the date of issue of the
report. These Essential Requirements (ERs) for security of CCTV Cameras/VVSS system will be enforced after 3
months from the date of issuance of this Notification. The security norms for the DVR and NVR will be notified
subsequently.

6. The notification will come into effect after 3 months from the date of issuance of this Notification. This
Notification shall remain valid till the revised Notification is issued. The Year 1 for the purpose of this notification
would be upto 31.03.2025.

7. No Electronic Product Notification under the Public Procurement (Preference to Make in India) Order 2017 shall
have retrospective effect.

8. Purchase Preference shall be provided as per the provisions cited in the Public Procurement (Preference to Make in
India) Order 2017 dated 16.09.2020 and, as amended from time to time, for the procurement of aforesaid electronics
products.

9. The notification would also be applicable to all Central Schemes (CS)/ Central Sector Schemes (CSS) for the
procurement of electronic products made by States and local bodies, if project or scheme is fully or partially funded by
Government of India.
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10. Procedure for calculating local content/ domestic value addition

10.1 Bill of Material sourced from domestic manufacturers (Dom-BOM) may be calculated based on one of the
followings depending on data available:

a) Sum of the costs of all inputs which go into the product (including duties and taxes levied on procurement of
inputs except those for which credit/ set-off can be taken) and which have not been imported directly or
through a domestic trader or an intermediary.

b) Ex-Factory Price of product minus profit after tax minus sum of imported Bill of Material used (directly or
indirectly) as inputs in producing the product (including duties and taxes levied on procurement of inputs
except those for which credit/ set-off can be taken) minus warranty costs.

c) Market price minus post-production freight, insurance and other handling costs minus profit after tax minus
warranty costs minus sum of Imported Bill of Material used as inputs in producing the product (including
duties and taxes levied on procurement of inputs except those for which credit / set-off can be taken) minus
sales and marketing expenses.

10.2 Total Bill of Material (Total BOM) may be calculated based on one of the following depending on data available:

a) Sum of the costs of all inputs which go into the product (including duties and taxes levied on procurement of
inputs except those for which credit / set-off can be taken).

b) Ex-Factory Price of product minus profit after tax, minus warranty costs.

¢) Market price minus post-production freight, insurance and other handling costs minus profit after tax, minus
warranty costs minus sales and marketing expenses.

10.3 The percentage of domestic value-addition may be calculated based on information furnished as per the
following formula:

Percentage of local content/ domestic value-addition = [(Dom-BOM) / (Total BOM)]*100
11. Verification of local content/ Domestic Value Addition

11.1. The local supplier at the time of tender, bidding or solicitation shall provide self-certification that the item
offered meets the minimum local content and shall give details of the location(s) at which the local value addition is
made.

11.2. In cases of procurement for a value in excess of Rs.10 crore, the local supplier shall provide a certificate from
the statutory auditor or cost auditor of the company (in the case of companies) or from a practicing cost accountant
or practicing chartered accountant (in respect of suppliers other than companies) giving the percentage of local
content.

11.3. In case a complaint is received by the procuring agency or the concerned Ministry/Department against the
claim of a bidder regarding local content/ domestic value addition in an Electronic Product(s), the same shall be
referred to STQC.

11.4. Any complaint referred to STQC shall be disposed of within 4 weeks. The bidder shall be required to furnish
the necessary documentation in support of the domestic value addition claimed in an Electronic Product(s) to STQC.
If no information is furnished by the bidder, such laboratories may take further necessary action, to establish the
bonafides of the claim. In case of the discrepancies in computation of local content, a certificate from the statutory
auditor or cost auditor of the company (in the case of companies) or from a practicing cost accountant or practicing
chartered accountant (in respect of suppliers other than companies) for calculating the percentage of local content
will supersede over the self-declaration certificate.

11.5. A complaint fee of Rs.2 Lakh or 1% of the value of the domestically manufactured Electronic Products being
procured (subject to a maximum of Rs. 5 Lakh), whichever is higher, to be paid by Demand Draft to be deposited
with STQC. In case, the complaint is found to be incorrect, the complaint fee shall be forfeited. In case, the
complaint is upheld and found to be substantially correct, deposited fee of the complainant would be refunded
without any interest.

11.6. False declarations will be in breach of the Code of Integrity under Rule 175(1)(i)(h) of the General Financial
Rules (GFR) for which a bidder or its successors can be debarred as per Rule 151 (iii) of the General Financial Rules
along with such other provisions of bidding, debarment by a single Ministry/Department and revocation of orders as
per the Department of Expenditure O.M-No. F.1/20/2018-PPD dated 2" Nov, 2021 may be permissible under law
amended from time to time.

12. MeitY shall be the Nodal Ministry to monitor the implementation of the Electronic Products notifications. In
case of any dispute/clarifications against the decision given by STQC, a committee is constituted with the following
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compositions

for

verification/vetting

the

complaints,

independent verification of

self-declarations and

auditor’s/accountant’s certificates on random basis, restrictive and discriminating terms and conditions against the
domestic manufactures of Electronics Products(s): -

13.

Group Coordinator/Scientist- ‘G’ (IPHW) -

Scientist-‘G’/Scientist-‘F’ from STQC

Scientist- ‘E’ or above from Cert-In/Cyber Division -

Any other member(s) as co-opted by the Chairperson -

Representative from IPHW Division

Chairperson

- Member

Member

Member

- Member Secretary

In case of a question whether an item being procured is an Electronic Product(s) to be covered under the

Public Procurement (Preference to Make in India) Order 2017, the matter would be referred to the Ministry of

Electronics and Information Technology for clarification.

[F. No. W-43/11/2021-IPHW]

ASHA NANGIA, Group Coordinator & Scientist 'G'

Essential Requirement(s) for Security of CCTV

Appendix ‘A’

Securing a CCTV (Closed-Circuit Television) system is crucial to protect sensitive information and ensure the system
operates effectively. Key areas of testing include exposed network services, device communication protocols, physical
access to the device’s UART, JTAG, SWD, etc., the ability to extract memory and firmware, firmware update process
security and storage and encryption of data. Here are brief requirements for the security of a CCTV system:

1) Physical Security - Use tamper-resistant camera enclosures and locking mechanisms to deter physical
tampering.

2) Access Control by Authentication, Role-Based Access Control (RBAC) and regularly review and update
access permissions to reflect personnel changes.

3) Network Security by employing encryption of data transmission

4) Software Security by Regular Updates, Disable Unused Features and Strong Password Policies

5) Penetration Testing: Employ penetration testing to assess the system's resistance to cyberattacks and address
vulnerabilities.

Essential Security Requirements

Sr. No. Category Testing What to be tested Documents Required
Parameter
1) Hardware Level | 1.1 Verify that | 1. Identification of the | 1. Datasheet of the SoC
Security Parameter | application layer | availability of debugging | being used in the device.
(supported by | debugging interfaces such as USB, .
software) interfaces  such | UART, and other serial 26r[t)s(;icr?t?r?‘;t:aetslor;nr:tl)?«tszd :z
USB, UART, and | variants P - i
. the production devices and
other serial
; through the Datasheet of | the related access control
variants are . . . -
: the SoC being used in the | mechanism for protection
disabled ' device under test of the same
protected by a '
complex 2. Verification and | 3. Process flow of the
password. validation of the | Manufacturing/Provisioning

ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection
of the same as declared in
the vendor documentation

3. Testing, in presence of

of the device
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OEM team, to verify the
enabling/disabling of all the
ports and  debugging
interfaces such as USB,
UART, and other serial
variants using their relevant
hardware based debuggers
and access control
mechanisms in case the
interface is enabled.

4. Process audit of the
manufacturing facility to
validate the vendor's claim
regarding the debugging
interfaces which are
closed/disabled during
provisioning.

[For instance, through
Block connection diagram
depicting pin connections
between the host
microcontroller and its
interactions with various
sub
components/peripherals.]

1.2 Verify that
cryptographic

keys and
certificates  are
unique to each
individual device.

Identifying all the keys and
certificates being used in
the device eco-system and
verification through:

e  Testing, in
presence of OEM
team

e Code review

e Process audit of
the key-life cycle
process

1. List of all keys and
certificates being used in
the device ecosystem

2. Key management life
cycle (purpose, generation,
storage,
destruction/zeroization,
validity, key
changeover/rotation)

1.3 Verify that
on-chip
debugging
interfaces such as
JTAG or SWD
are disabled or
that available

protection
mechanism is
enabled and
configured
appropriately.

1. Identification of the
availability of debugging
interfaces such as USB,
UART, and other serial
variants

through the Datasheet of
the SoC being used in the
device under test

2. Verification and
validation of the
ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection
of the same as declared in
the vendor documentation

3. Testing, in presence of
OEM team, to verify the
enabling/disabling of all the

1. Datasheet of the SoC
being used in the device.

2. Documentation related to
ports/interfaces enabled in
the production devices and
the related access control
mechanism for protection
of the same.

3. Process flow of the
Manufacturing/Provisioning
of the device
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ports  and debugging
interfaces such as USB,
UART, and other serial
variants using their relevant
hardware based debuggers
and access control
mechanisms in case the
interface is enabled.

4. Process audit of the
manufacturing facility to
validate the vendor's claim
regarding the debugging
interfaces  which are
closed/disabled during
provisioning.

[For instance, through
Block connection diagram
depicting pin connections
between the host
microcontroller and its
interactions with various
sub
components/peripherals.]

1.4 Verify that
trusted execution
is  implemented
and enabled, if
available on the
device SoC or
CPU.

Identifying whether
TEE/SE/TPM is available
or not in the device through
the SoC datasheet and
technical documentation
submitted by the vendor.

Further assessment is done
on the basis of scenarios as
applicable to device as
defined below:

CASE 1: TEE/SE/TPM is
not available:

No further assessment

CASE 2: TEE/SE/TPM is
available and enabled:

Verification through code-
review that crypto functions
are called through
TEE/SE/TPM APIs.

CASE 3: TEE/SE/TPM is
available but not enabled
by the vendor:

Termed as non-
conformance to the
requirement. OEM s
required to enable and
implement the
TEE/SE/TPM.

1. Datasheet of the SoC
being used in the device.

2. User manual/ Technical
specifications of the device

3. Code snippets of the TEE
API call, wherever
applicable

1.5 Verify that
sensitive data,
private keys and
certificates  are
stored securely in
a Secure
Element, TPM,

Identifying all the keys and
certificates being used in
the device eco-system,
sensitive data and their
storage mechanism(s); and
verification through:

1. List of all keys and
certificates being used in
the device ecosystem

2. List of all the sensitive
data with their intended
usage and secure storage
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TEE (Trusted
Execution

Environment), or
protected  using

e Testing, in
presence of OEM
team

e Code review

mechanism(s) as
implemented along with
secure configurations to be
enabled in the device.

suorg 3. Key management life
cryptography. e Process audit of | cycle (purpose, generation,
the key-life cycle storage,
process destruction/zeroization,
validity, key
changeover/rotation)
private keys and
certificates.
1.6Verify the | Testing, in presence of | 1. Measures available in the
presence of | OEM team, to verify the | device to prevent software

tamper resistance
and/or tamper
detection
features.

measures implemented in
the device to prevent
software and  hardware
tampering.

tampering.

2. Measures available in the
device to prevent hardware
tampering.

1.7 Verify that
any available
Intellectual
Property
protection
technologies
provided by the
chip
manufacturer are
enabled.

Testing, in presence of
OEM team, to verify the
enabling of the Intellectual
Property protection
technologies provided by
the chip manufacturer, if
available.

1. Datasheet of the SoC

2. Documentation regarding
the Intellectual Property
protection technologies
provided by the chip
manufacturer which have
been enabled.

3. In case, no Intellectual
Property protection
technologies are  being
provided by the chip
manufacturer, then a
declaration  stating  the
same.

1.8 Verify the
device validates
the boot image
signature  before
loading.

Testing, in presence of
OEM team, to verify the
following:

1. Device boots up
successfully ~ with  the
documented secure boot
process when a valid boot
image is provided.

2. Device does not boot up
when a tampered boot
image (like with missing
signature, invalid signature)
is provided.

1. Datasheet of the SoC

2.Technical specifications
of the device regarding
secure boot (should consist
of keys involved and their
management life cycle”,
signature validation process
and any other secure
mechanisms if
implemented.)

1.9 Verify usage
of
cryptographically
secure  pseudo-
random number
generator on
embedded device
(e.g., using chip-
provided random
number

Verification of the
documentation provided by
the vendor regarding the
random number generators
being used in the device.

Verification through code-
review that random number
generators  or  related

Documentation  regarding
the random  generators
(either hardware based or
software based or both)
being used in the device
with their intended usage.

In case, hardware based
random number generators
are being used, vendors
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generators).

libraries as applicable are
being used in the device.

shall submit the following:
1. Datasheet of the SoC

2. Technical specifications
of the device regarding
random generators

In case, software based
random number generators
are being used, vendors
shall provide the libraries
being used for the same.

2)

Software/Firmware

2.1 Verify that
memory
protection
controls such as
ASLR and DEP
are enabled by
the
embedded/loT
operating system,
if applicable.

Testing, in presence of
OEM team, to verify the

declared memory
protection controls
available and enabled in the
device using command

line-based tools/commands
or any other open-source
tool like DEP, EMET tool.

Declaration of the memory
protection controls
available and enabled in the
device.

2.2 Verify that
the firmware apps

protect data-in-
transit using
transport  layer
security.

1. Verifying that strong
encryption algorithms and
secure TLS wversion is
supported by the device to
establish secure
communication.

2. Verifying that device
properly  validates the
server's TLS certificate to
ensure that it is trusted and
has not been tampered with.

3. Testing for
vulnerabilities which can
affect the security of TLS
connection such as padding
oracle attacks, or weak
cipher suites.

4. Using tools such as
Nmap to identify open
ports through which device
can be accessed leading to
unintended data retrieval.

5. Verifying that theTLS
session(s) are resistant to
attemptsof interception and
decryption of network
traffic using man-in-the-
middle attacks using tools
like Burpsuite.

Specifications and
documentation related to
the configurations available
in the applications and
firmware related to
transport layer security.

2.3 Verify that
the firmware apps

validate the
digital signature
of server

connections.

1. ldentifying the scenarios
when the device establishes
the server connections with
the external world and
verifying the following:

e Security features,
related to secure
server connections
and digital

Document mentioning the
use-cases when the device

establishes server
connections with the
external world, with

detailed information about
the security measures in
place while validating the
digital signatures of the
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signature

validation as
implemented like
strong cipher
suites, secure TLS
version, SSL
pinning etc.

supported by code
walkthrough.

e Proper certificate
validation,
certificate  chain
validation and
certificate
revocation checks
are implemented
in the device.

2. Testing for
vulnerabilities which can
affect the security of TLS
connection such as padding
oracle attacks, or weak
cipher suites.

3. Using tools such as
Nmap to identify open
ports through which device
can be accessed leading to
unintended data retrieval.

4. Verifying that TLS
session(s) are resistant to
attemptsof interception and
decryption of  network
traffic using man-in-the-
middle attacks using tools
like Burpsuite.

server connections.

2.4 Verify that
any use of
banned C
functions are
replaced with the
appropriate  safe
equivalent

functions.

Secure code review [both
automated and manual], in
presence of OEM team,
using a licensed static
analysis tool through any of
the following approaches:

1. Visit to the evaluation
agency by the vendor with
the firmware code and
installing the licensed static
analysis tool available with
the evaluation agency in
their systems.
[Recommended]

2. Visit to the evaluation
agency by the vendor with
the firmware code and any
licensed static analysis tool
available with them and
demonstrating the code
review activity in the
presence of representatives
of evaluation agency.

1. Firmware binaries for
code review.

2. Internal code review
reports
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3. Giving a remote access
of the systems at vendor
site to the evaluation
agency for installing their
licensed static analysis tool
available with them.

4. Giving a remote access
of the systems at vendor
site to the evaluation
agency  containing  the
firmware code along with
the licensed static analysis
tool available with the
vendors.

2.5 Verify that
each firmware

maintains a
software bill of
materials
cataloging third
party
components,
versioning, and
published

vulnerabilities.

Verification of the
submitted list of third-party
components by running
automated tools like FACT
on the firmware.

Identifying  vulnerabilities

in the third-party
component(s) through
publically available

vulnerability databases

Verification and validation
of the process defined by
the vendor for providing
regular security updates and
patches for the firmware to
address any known
vulnerabilities in  third-
party components.

1. Documentation  for
information on software bill
of  materials, including
third-party components and
versions.

2. Organization process and
policies for the following:

e Addressing and

patching any
identified
vulnerabilities in
third-party
components.

e Informing the

customers  about
the security issues
or vulnerabilities
and providing
security  updates
and patches for the
same.

3. Configuration
management system and
related policies for
maintaining firmware and
third-party binaries,
libraries and frameworks
along with the patches/fixes
issued to the devices.

2.6 Verify all
code including
third-party

binaries, libraries,
frameworks are
reviewed for
hardcoded
credentials
(backdoors).

Independent secure code
review [both automated and
manual] using a licensed
static analysis tool through
any of the following
approaches:

1. Visit to the evaluation
agency by the vendor with
the firmware code and
installing the licensed static
analysis tool available with
the evaluation agency in
their systems.

1. Firmware binaries for
code review.

2. Internal code review
reports
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[Recommended]

2. Visit to the evaluation
agency by the vendor with
the firmware code and any
licensed static analysis tool
available with them and
demonstrating the code
review activity in the
presence of representatives
of evaluation agency.

3. Giving a remote access
of the systems at vendor
site to the evaluation
agency for installing their
licensed static analysis tool
available with them.

4. Giving a remote access
of the systems at vendor
site to the evaluation
agency  containing  the
firmware code along with
the licensed static analysis
tool available with the
vendors.

2.7 Verify that
the firmware apps
pin the digital
signature to a
trusted server(s).

1. Identifying the scenarios
when the device establishes
the server connections with
the external world and
verifying the following:

e  Security features,
related to secure server
connections and digital
signature validation as
implemented like
strong cipher suites,
secure TLS version,
SSL  pinning  etc.
supported by code
walkthrough.

e  Proper certificate
validation, certificate
chain validation and
certificate  revocation

checks are
implemented in the
device.

Document mentioning the
use-cases when the device
establishes server
connections with the
external world, with
detailed information about
the security measures in
place while validating the
digital signatures of the
server connections.

2.8 Verify
security controls
are in place to
hinder firmware
reverse
engineering
(e.g.removal  of
verbose
debugging
symbols).

Testing, in presence of
OEM team, to verify the
security controls as
provided by the vendor to
hinder firmware reverse
engineering.

Documentation  regarding
the security controls in
place to hinder firmware
reverse engineering.

2.9 Verify that

Testing, in presence of

Measures implemented in
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the firmware
update process is
not vulnerable to
time-of-check vs
time-of-use
attacks.

OEM team, to verify the
measures implemented in
the device to make it
resistant to time-of-check
vs.time-of-use attacks.

the device to make it
resistant to time-of-check
vs. time-of-use attacks.

2.10 Verify the
device uses code
signing and
validates

firmware upgrade
files before
installing.

Testing, in presence of
OEM team, to verify the
following:

i) Device gets
successfully  updated
with the documented
secure upgrade process
when a valid update
package is provided.

ii) Device does not boot
up when a tampered
update package (like
with missing signature,
invalid signature) is
provided.

Process of achieving secure
firmware upgrade which
should consist of keys
involved and their
management life cycle”,
signature validation process
and any other secure
mechanisms if
implemented.

2.11 Verify that
the device cannot
be downgraded to
old versions
(anti-rollback) of
valid firmware.

Testing, in presence of
OEM team, to verify that
the device cannot be
downgraded to old versions
(anti-rollback) of valid
firmware.

Process of achieving secure
firmware upgrade which
should consist of keys
involved and their
management life cycle”,
signature validation process
and any other secure
mechanisms if
implemented.

2.12 Verify that
firmware can
perform
automatic
firmware updates
upon a predefined
schedule.

Verification shall be done
as per the applicable
scenario:

Case 1: Automatic OTA
updates are available:

A standard  operating
procedure  for  issuing
automatic updates/upgrades
to the in-field devices is
required to be submitted by
the vendor which can then
be evaluated by the
evaluation agency as per
C20, C21 and C22 security
requirement.

Case 2: Automatic OTA
updates are not available
and vendor provides
manual updates:

A standard  operating
procedure  for  issuing
manual updates/upgrades to
the in-field devices is
required to be submitted by
the vendor which can then
be evaluated by the

1. Modes of updates
available i.e. automatic,
manual or both.

2. Organizational process
and policies regarding the
issuing of updates to the
devices.
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evaluation agency as per
C20, C21 and C22 security
requirement.

3) Secure
Conformance

Process

3.1 Verify that
wireless
communications
are mutually
authenticated.

Testing, in presence of
OEM team, to verify the
process of mutual
authentication as laid down
in the documentation by the
vendor.

The documentation
regarding the process of
mutual authentication as
implemented in the device
when wireless
communications are
initiated.

In case, the device does not

3.2 Verify that
wireless
communications
are sent over an
encrypted
channel.

Identifying all the security
mechanisms being used in
the communication process
verification through:

e  Testing, in
presence of OEM
team

e Code review

e Process audit of
the key-life cycle
process

support wireless
communications, the
vendor shall provide a
declaration for the same.

Documentation  regarding
the  security = measures

implemented in the device
to prevent tampering of the
data being sent through
wireless mode of
communication.

In case, the device does not

support wireless
communications, the
vendor shall provide a

declaration for the same.

3.3 Verify that
whether  trusted
sources are being
used for sourcing
the components
of the device i.e.
trusted supply
chain through a
managed Bill of

materials for
critical hardware
components
(related to
security functions
like SoC) is in
use.

Bill of materials for critical
hardware components
(related to security
functions like SoC).

3.4 Supply chain
risk
identification,
assessment,
prioritization, and
mitigation  shall
be conducted.
Supply chain
risk/business
continuity
planning
documents,
playbooks
reflecting how to
handle supply
chain disruption,

policy

Supply chain risk
identification, assessment,
prioritization, and

mitigation documents.

Supply chain risk/business
continuity planning policy
documents, playbooks
reflecting how to handle

supply chain disruption,
post-incident summary
documents.
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post-incident
summary
documents need
to be submitted
and demonstrate
the same.

3.5 Verify the no

Document for Network

proprietary protocols used in the

network device.

protocols are

being used in the

device. If yes,

then complete

implementation

details and the

source code for

the same shall be

provided.

4) Security 4.1 Design and Design and architecture

Conformance at | architecture documents till the PCBA
product details till the and SoC level.

development stage

PCBA and SoC
level to be
provided to aid in
counterfeit
mitigation  and
malware

detection.

4.2 Threat | Process and method
mitigation artifacts need to be
strategies for | submitted and demonstrate
tainted and | the same.

counterfeit
products shall be
implemented as
part of product
development.

4.3 One or more
up-to-date
malware
detection  tools
shall be deployed
as part of the
code acceptance
and development
processes.

Malware

detection

techniques shall
be used before
final  packaging
and delivery
(e.g.,  scanning
finished products
and components
for malware
using one or
more  up-to-date

List of components that
have been identified as
requiring tracking targets of
tainting/counterfeiting, CM
tool.

Quality assurance process
need to be submitted and
demonstrate the same.
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malware
detection tools).

4.4 Supply chain
risk
identification,
assessment,
prioritization, and
mitigation  shall
be conducted.

Supply chain risk/business
continuity planning policy
documents, playbooks
reflecting how to handle
supply chain disruption,
post-incident summary
documents need to be
submitted and demonstrate
the same.
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